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DETAILED ACTION 
Response to Amendment 

1 . This Office action is responsive to Applicant's AMENDMENT, filed June 1 9, 
2007. Claims 1 , 5, 7, 1 2-23 and 25 are pending. 

Response to Arguments 

2. Applicant's arguments with respect to claims 1 , 5, 7, 12-23 and 25 (current 
amendment, at page 7) have been considered but are moot in view of the new 
ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

3. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

4. Claims 1 , 5, 7, 1 2-23 and 25 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over U.S. Patent 6,438,433 (Reifman et al., hereinafter Reifman) in view 
of U.S. Patent 6,170,744 (Lee et al., hereinafter Lee). 

For claim 1 , Reifman teaches a method of authenticating information 
communicated between a first communication device and a second communication 
device via a communications network, comprising the steps of: a. receiving input data 
and generating facsimile information in a first format by said first communication device 
from said input data; b. processing said input data to compute an encrypted checksum; 
c. convolving said facsimile information with said encrypted checksum data to produce 
convolved data (Col 23 Line 68-Col 24 Line 16); d. decrypting, at said second 
communication device, said encrypted checksum; e. computing a checksum of said 
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input data received at said second communications device; and f. alerting a recipient at 
said second communication device in the event of a mismatch between said checksum 
data computed in step (e) and said decrypted checksum data in step (d) by clearly 
marking the received input data indicating a tamper condition (Col 48 Lines 48-59). 

Claim 1 has been amended to now recite the step of "clearly marking a print out 
of the received input data indicating a tamper condition." It does not appear that 
Reifman teaches or suggests overlaying a tamper indication message on the fax print 
out. However, the clear marking of a tampered document is well known in the art. Lee 
discloses a method wherein a checksum is computed on a decrypted document, and if 
there is a mismatch, the document is flagged as possibly fraudulent or corrupt and 
marked for further intervention (column 1 2, line 54 - column 1 3, line 3). The clear 
marking of the document in such a manner enables a person receiving the document to 
determine that a document may be corrupted simply by looking at it, thereby avoiding 
confusion that may arise if there were no marking on the document. Therefore, it would 
have been obvious for one of ordinary skill in the art, at the time of applicant's invention, 
to have modified the teaching of Reifman, by providing a step for clearly marking the 
corrupted document, as taught by Lee. 

Regarding claim 5, Reifman teaches the method of claim 4, wherein a database 
system is communicatively coupled to said second communication device (Col 51 Lines 
3-6). 
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Considering claim 7, Reifman teaches the method of claim 1 , further comprising 
the step of: configuring an e-mail system for receiving and displaying an alert message 
to said recipient along with said received input data (Col 61. Lines 7-10; EFAX). 

For claim 12, Reifman teaches wherein the convolved data is transmitted to the 
second facsimile communication devices as an e-mail attachment (Col 48 Lines 60-64). 

For claim 13, Reifman discloses sending the convolved data to a third facsimile 
communication device (Col 1 Lines 44-54; Col 3 Lines 41-51). 

Considering claim 14, Reifman discloses receiving a user name and password 
from a user with the second facsimile communication device (Col 10 Lines 33-39). 

Considering claim 15, Reifman discloses a method of authenticating a facsimile 
document communicated between a first facsimile communication device and a second 
facsimile communication device via a communications network, comprising the steps of: 
receiving at the second facsimile communications device via a communication network, 
comprising the steps of: receiving at the second facsimile communications device 
transmitted data including a digital representation of the entire facsimile document and 
convolved encrypted authentication data associated with the digital representation of 
the entire facsimile document in a first format sent by said first communication device 
(Col 23 Line 68- Col 24 Line 16); processing said transmitted data ,at said second 
communication device, to extract a digital representation of the entire facsimile 
document and convolved encrypted authentication data; decrypting, at said second 
communication device, said encrypted authentication data; computing, at said second 
communication device, a comparison version of the authentication data using the digital 
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representation of the entire facsimile document and convolved encrypted authentication 
data; and alerting a recipient at said second communication device in the event of a 
mismatch between said authentication data and said comparison version of the 
authentication data by clearly marking the received input data indicating a tamper 
condition (Col 48 Lines 48-59). 

Claim 15 has been amended to now recite the step of "clearly marking a print out 
of the received input data indicating a tamper condition." As mentioned above with 
respect to claim 1 , it does not appear that Reifman teaches or suggests overlaying a 
tamper indication message on the fax print out. However, the clear marking of a 
tampered document is well known in the art. Lee discloses a method wherein a 
checksum is computed on a decrypted document, and if there is a mismatch, the 
document is flagged as possibly fraudulent or corrupt and marked for further 
intervention (column 12, line 54 - column 13, line 3). The clear marking of the 
document in such a manner enables a person receiving the document to determine that 
a document may be corrupted simply by looking at it, thereby avoiding confusion that 
may arise if there were no marking on the document. Therefore, it would have been 
obvious for one of ordinary skill in the art, at the time of applicant's invention, to have 
modified the teaching of Reifman, by providing a step for clearly marking the corrupted 
document, as taught by Lee. 

For claim 16, Reifman teaches the method of claim 4, wherein a database 
system is communicatively coupled to said second communication device (Col 51 Lines 
3-6). 
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Regarding claim 17, Reifman teaches further comprising the step of: configuring 
an e-mail system for receiving and displaying an alert message to said recipient along 
with said received input data (Col 61 Lines 7-10; EFAX). 

Considering claim 18, Reifman discloses wherein the step of alerting the 
recipient at said second facsimile communication device in the event of a mismatch 
includes a printing a clear mark across a print out of the received input data indicating a 
tamper condition (Col 48 Lines 35-37,52-56 and Col 49 Lines 12-18; user has option to 
choose "print on the I FAX"). 

For claim 19, Reifman teaches wherein the step of alerting the recipient at said 
second facsimile communication device in the event of a mismatch includes displaying 
a clear mark across a computer display of the received input data indicating a tamper 
condition (Col 47 Lines 64-65 and Col 48 Lines 52-56). 

Regarding claim 20, Reifman teaches wherein the convolved data is transmitted 
to the second facsimile communication devices as an e-mail attachment (Col 48 Lines 
60-64). 

Considering claim 21 , Reifman discloses sending the convolved data to a third 
facsimile communication device (Col 1 Lines 44-54; Col 3 Lines 41-51). 

For claim 22, Reifman discloses receiving a user name and password from a 
user with the second facsimile communication device (Col 10 Lines 33-39). 

For claim 23, Reifman teaches a method of authenticating a facsimile document 
communicated between a first facsimile communication device and a second facsimile 
communication device via a communications network, comprising the steps of: receiving 
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at the second facsimile communications device transmitted data including a digital 
representation of the entire facsimile document and convolved encrypted authentication 
data associated with the facsimile document and consisting of a single encrypted 
checksum of the entire facsimile document in a first format sent by said first 
communication device; processing said transmitted data, at said second communication 
device, to extract a digital representation of the entire facsimile document and 
convolved encrypted authentication data (Col 23 Line 68- Col 24 Line 16); decrypting, at 
said second communication device, said encrypted authentication data; computing, at 
said second communication device, a comparison version of the authentication data 
using the a digital representation of the entire facsimile document and convolved 
encrypted authentication data; and alerting a recipient at said second communication 
device in the event of a mismatch between said authentication data and said 
comparison version of the authentication data (Col 48 Lines 48-59), wherein the step of 
alerting the recipient at said second facsimile communication device in the event of a 
mismatch includes a clear mark across a print out of the received input data indication a 
tamper condition (Col 48 Lines 35-37,52-56 and Col 49 Lines 12-18; user has option to 
choose "print on the FAX"). 

Claim 23 has been amended to now recite the step of "printing a mark across a 
print out of the received input data clearly indicating a tamper condition." As mentioned 
above with respect to claims 1 and 15, it does not appear that Reifman teaches or 
suggests overlaying a tamper indication message on the fax print out. However, the 
clear marking of a tampered document is well known in the art. Lee discloses a method 
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wherein a checksum is computed on a decrypted document, and if there is a mismatch, 
the document is flagged as possibly fraudulent or corrupt and marked for further 
intervention (column 12, line 54 - column 13, line 3). The clear marking of the 
document in such a manner enables a person receiving the document to determine that 
a document may be corrupted simply by looking at it, thereby avoiding confusion that 
may arise if there were no marking on the document. Therefore, it would have been 
obvious for one of ordinary skill in the art, at the time of applicant's invention, to have 
modified the teaching of Reifman, by providing a step for clearly marking the corrupted 
document, as taught by Lee. 

Regarding claim 25, Reifman discloses the step of alerting the recipient at said 
second facsimile communication device in the event of a mismatch includes displaying 
a clear mark across a computer display of the received input data indicating a tamper 
condition (Col 47 Lines 64-65 and Col 48 Lines 52-56). 

Conclusion 

5. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See M PEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
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shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .1 36(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Thomas D. Lee whose telephone number is (571) 272- 
7436. The examiner can normally be reached on Monday-Friday, 7:30-5:00, alternate 
Fridays off. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Edward L. Coles can be reached on (571) 272-7402. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Thomas D Lee 
Primary Examiner 
Technology Division 2625 
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